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Universities Collaboration since 2011

In the past 10 years, LSCM endeavours to
work with various local Universities to
build up the ecosystem of INNOVATION
TECHNOLOGIES

e 70 Projects were Conducted

 Near $400,000,000 Total
Project Costs

* Over 30 Research Teams

 Cooperating with over 50 SME
and start-ups
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“LSCM is a R&D Centre focusing on the
development of applied technology to serve the
needs of the public and the industry,” said Prof
Dong Sun, SITI
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Solution Overview
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verification to Request to
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*One time use ANIMATED QR Code with time limitation

*Encrypted and decryption QR Code messages

*Support offline mode

-Standardize QR Code message for third parties' data capturing
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Privacy Concerns
« Show ID card to security I T o g =

— more information will be
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— Higher  chance loss
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High security setting requiring a full set of personal data

« Personal verification involves collecting and verifying all available
information about an individual, including full name, date of birth, and ¥
number

» Industries require the highest level of security and compliance with
regulations is necessary.
Access to data centers
Personal registration (Sim Card/ Estate’s resident)

Lower security setting requiring a partial set of personal data

« Personal verification involves collecting and verifying only a limited
amount of information about an individual, such as the HKID 4-digit, initial,
and date of birth (without the year)

» Industries require a lower level of security is required,

Courier services
Property management
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Scenario 1 - Full Data

QR code contains Full data set of personal verification
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* Biometrics login

* App receives the Personal Data
from iIAM Smart

» Session Key from OGCIO
backend Server

Identity Information

Security scans the QR
code

Receive the full data
base on the session key
Server perform rigorous
verification

www.lscm.hk
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Information

ID Card No: P452123(9)
Eng. Name: CHAN CHI PUI
Date of birth: 2015/09/25

. The user does not need to show his/her ID card or other personal information to prove his/her identity.
. Additional way to systematically way verify user identity
. Less human error during data input and verification

. Better privacy protection and accountability
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Scenario 1 — System Flow

Return Full set data

OGCIO iAM Smart Client Application

Backend System — ST TN Y A—
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ID Card No: P452123(9)
Eng. Name: CHAN CHI PUI

"\
Date of birth: 2015/09/25
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Scenario 2 — Partial Data

QR code contains Partial data set of personal identification
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e Biometrics login

* App receives the Personal Data
from iIAM Smart

» Encrypted Partial data

* Generate the One-time
animated QR code

L]
Identity Information

Security scans the QR
code

Server decrypt the data
by the time sensitive key
Server perform limited
verification

. The user does not need to show his/ her ID card or other personal information.

. Limited personal data about an individual minimizes privacy concern
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Information

ID Card No: P4521***(*)
Eng. Name: CHAN C*** p***
Date of birth: 2015/09/25
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